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Abstract: Digital financial services increasingly employ manipulative interface designs, known as dark patterns, which 
subtly influence user behavior and decision-making. This study examines the manifestations, mechanisms, and impacts of 
dark patterns in Chinese digital financial service platforms. Observed patterns include lengthy user agreements, concealed 
fees, repeated exit prompts, automatic lender assignment, and obstructed account cancellation. These strategies exploit 
users’ bounded rationality, attention limits, and behavioral biases. Vulnerable users with low financial literacy or constrained 
resources face heightened risks, including over-borrowing and debt stress. While platforms may gain short-term engagement, 
they risk long-term reputational and regulatory consequences. At the market level, dark patterns distort transparency, 
competition, and innovation. This study emphasizes the systemic and covert nature of dark patterns, highlighting the need for 
ethical design, regulatory oversight, and strategies to protect user welfare in digital financial service ecosystems.
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1.Introduction
The rapid advancement of digital fi nancial services, including online banking, investment management, credit lending, and 
mobile payment platforms, has profoundly reshaped the way individuals interact with fi nancial systems. These innovations 
have expanded financial inclusion and enhanced service efficiency, but they have also brought emerging ethical and 
regulatory challenges. One of the most concerning issues is the increasing use of dark patterns, which are deceptive or 
manipulative design strategies that guide users toward actions that may not align with their real preferences or best interests. 
In the context of digital finance, such patterns often exploit users’ cognitive limitations, prompting excessive borrowing, 
high-risk investments, or the sharing of sensitive personal data. These practices undermine informed decision-making, distort 
fi nancial behavior, and erode public trust in digital fi nancial ecosystems.
Most existing discussions on dark patterns have centered on e-commerce, social media, and entertainment platforms, with 
comparatively limited attention to financial technologies. Yet, the financial sector is uniquely sensitive due to its strong 
information asymmetry, behavioral complexity, and reliance on regulatory frameworks. The presence of manipulative design 
elements in financial applications can therefore have far-reaching consequences, influencing not only individual financial 
well-being but also market fairness and institutional credibility.
This paper provides a qualitative theoretical examination of dark patterns in digital fi nancial services. It explores how these 
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patterns are embedded in the design and operation of financial platforms, analyzes their behavioral and social implications, 
and discusses potential governance approaches to encourage ethical design and protect users’ financial autonomy. By 
focusing on the intersection of digital technology, behavioral economics, and financial ethics, this study contributes to a more 
comprehensive understanding of responsible innovation in the digital finance era.

2.Literature Review
2.1 Definition and Theoretical Foundations of Dark Patterns
Dark Patterns was first introduced by Brignull (2010) to describe user interface designs that intentionally mislead or 
manipulate users into making unintended choices. Mathur et al. (2019) expanded the concept to include a broader range of 
deceptive digital practices that exploit psychological or cognitive biases in human decision-making. The essence of dark 
patterns lies not in technical design itself, but in the designer’s intentional use of choice architecture to serve the interests of 
platforms rather than users.
Theoretically, dark patterns are rooted in behavioral economics and cognitive psychology. They reflect the principle of 
bounded rationality (Simon, 1955), which suggests that individuals make decisions under limited information and cognitive 
constraints. Designers of digital platforms leverage these limitations through nudging mechanisms that subtly alter decision 
environments. However, unlike the “nudge for good” that aims to improve welfare, dark patterns constitute a “nudge for 
manipulation”, redirecting user behavior toward outcomes that benefit the platform, such as higher engagement or increased 
spending. Moreover, theories of information asymmetry and trust in digital transactions further explain why users are 
particularly vulnerable to such manipulative practices in online environments.

2.2 Typologies and Behavioral Mechanisms of Dark Patterns
Scholars have developed multiple frameworks to categorize dark patterns. Brignull (2010) identified early types such as “bait 
and switch” “forced continuity” and “hidden costs”. Gray et al. (2018) later proposed a taxonomy encompassing categories 
like nagging, obstruction, sneaking, interface interference, and forced action. These typologies reveal the various ways in 
which platform designers exploit users’ attention and cognitive biases to influence their decision-making processes.
From a behavioral perspective, dark patterns operate through several mechanisms. First, information manipulation limits 
user access to relevant data, reducing transparency and promoting biased decisions (Luguri & Strahilevitz, 2021). Second, 
emotional triggers use urgency cues or social pressure to elicit impulsive actions, such as “only two offers left”. Third, 
framing effects and default settings shape perceived options and subtly constrain user autonomy. Finally, choice overload and 
interface complexity increase cognitive fatigue, pushing users toward the platform’s preferred actions. Collectively, these 
mechanisms demonstrate that dark patterns systematically manipulate the context of decision-making rather than individual 
rationality itself, thereby raising profound ethical and regulatory questions in digital environments.

2.3 Dark Patterns in Digital Financial Services
While the general concept of dark patterns has been widely examined in consumer technology and e-commerce, its 
implications in digital financial services remain underexplored. Existing studies have largely focused on user interface 
design in retail or social media platforms, emphasizing consumer manipulation and privacy concerns (Bösch et al., 2016). 
In contrast, financial technologies present a unique and more sensitive context, as decisions often involve complex risk 
assessment, long-term commitments, and personal financial security.
Recent discussions have begun to acknowledge the presence of dark patterns in digital finance. For example, Mathur et al. 
(2021) reported that loan and investment apps often employ manipulative defaults or misleading visual cues to encourage 
risky borrowing and speculative trading. Similarly, research on “predatory design” in online lending platforms suggests that 
subtle design elements can exacerbate financial stress and promote over-indebtedness (Petre et al., 2022). However, most 
of these studies are descriptive or case-based, lacking a systematic theoretical framework to explain how digital financial 
interfaces strategically employ dark patterns to influence user behavior.
Moreover, few studies have examined the broader institutional and social implications of these practices. In financial 
ecosystems characterized by algorithmic decision-making, user data are continuously collected and analyzed to optimize 
engagement and profit. The combination of behavioral nudging and data-driven personalization creates an environment 
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of algorithmic asymmetry, where users’ choices are shaped invisibly through predictive analytics. Such mechanisms raise 
new concerns about fairness, transparency, and consumer protection in digital finance, challenging the adequacy of existing 
regulatory approaches focused primarily on data privacy or financial disclosure.
Overall, the literature reveals a growing awareness of dark patterns as a form of behavioral manipulation, yet research on 
their mechanisms and governance in digital financial services remains limited. The current study builds on this foundation 
by conceptualizing dark patterns not merely as interface artifacts but as components of a broader socio-technical system that 
links design practices, user cognition, and institutional regulation. This perspective enables a deeper understanding of how 
manipulative design in digital finance influences both individual behavior and the ethical integrity of financial ecosystems.

3.Manifestations and Mechanisms
Digital financial services have increasingly employed manipulative design strategies that influence user behavior in subtle 
ways. This section distinguishes between the observable manifestations of dark patterns and the underlying mechanisms 
through which they operate.

3.1 Manifestations of Dark Patterns in Digital Financial Services
A variety of dark patterns have been observed across digital financial service platforms. These manifestations include:
Lengthy User Agreement Previews: Platforms present excessively long and complex agreements or privacy policies, 
discouraging careful reading. Critical clauses are often embedded deep within these documents, prompting users to accept 
broad terms without full comprehension.
Concealment of Key Information Before Verification: Essential details, such as interest rates, fees, and guarantees, are 
withheld until user complete identity verification, preventing borrowers from assessing the true cost of services in advance.
Compulsory Registration: Access to services is conditioned on providing personal information, commonly a mobile number, 
effectively barring unregistered users from engagement. This practice is widespread across digital financial services.
Repeated Exit Prompts: Users attempting to leave the application encounter emotionally persuasive or financially enticing 
pop-ups, such as pre-approved credit lines or limited-time offers, which discourage exit.
Visual Manipulation for Click Induction: Platforms use bold colors, large typography, and dynamic animations to direct user 
attention toward specific service functions, encouraging engagement with targeted features.
Automatic Matching of Lending Institutions: Some platforms automatically assign a lending partner, removing user choice 
and often initiating unsolicited contact via calls or messages.
Obfuscation of Contract Terms and Ambiguous APR Disclosure: Critical contractual clauses and interest rates are concealed 
within lengthy agreements or expressed ambiguously, leading users to underestimate borrowing costs.
Persistent User Accounts and Obstructed Account Cancellation: Even after deactivation, personal data may be retained and 
accounts easily restored; cancellation procedures are often hidden or cumbersome, creating barriers for users wishing to exit 
the service.

3.2 Features of Dark Patterns in Digital Financial Services
Dark patterns in digital financial services exhibit several distinctive features that distinguish them from ordinary design 
imperfections. First, they are systematic and pervasive rather than incidental. The manipulative elements—ranging from 
hidden fees and automatic lender assignment to repeated exit prompts and obstructed account cancellation—are embedded 
across multiple stages of the user journey. This pervasiveness ensures that users encounter subtle coercion regardless of the 
specific platform or service function.
Second, dark patterns are inherently covert and difficult to detect. By relying on cognitive overload, complex disclosures, 
and visually subtle nudges, platforms obscure the manipulative intent behind seemingly routine features. Users often 
perceive the interactions as standard operational procedures, which reduces the likelihood of critical scrutiny or complaint. 
This concealment enhances the effectiveness of dark patterns while maintaining the appearance of compliance with legal or 
regulatory norms.
Third, these patterns are strategically manipulative. Every design choice—from color, typography, and animation to process 
sequencing—is purposefully crafted to exploit human behavioral biases such as default acceptance, present bias, and 
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overconfidence. The manipulative intent is not random but systematically aligned with the platform’s financial objectives, 
often increasing user engagement, retention, and ultimately revenue.
Finally, dark patterns are behaviorally dependent, meaning their effectiveness relies on predictable cognitive and emotional 
responses. Techniques such as repeated exit prompts, urgency messages, and automatic matching capitalize on bounded 
rationality, attentional limits, and inertia, guiding users toward decisions that they may not make under fully informed and 
deliberative conditions. This feature underscores the intersection of human behavior, design affordances, and platform 
incentives, highlighting the socio-technical nature of digital financial manipulation.

3.3 Mechanisms of Dark Patterns in Digital Financial Services
The manipulative effects of dark patterns in digital financial services can be better understood through the lens of behavioral 
economics, particularly the concept of bounded rationality. Users often face cognitive limitations, information processing 
constraints, and incomplete knowledge, which platforms exploit through systematic interface design. Lengthy user 
agreements, hidden fees, and complex verification procedures increase cognitive load, overwhelming users’ decision-making 
capacities. Under such conditions, individuals are prone to rely on heuristics or default options, which platforms strategically 
embed to encourage consent or engagement without full comprehension.
Information asymmetry constitutes another key mechanism. By withholding crucial details such as interest rates, handling 
fees, or contractual obligations until late stages of the interaction, platforms prevent users from accurately assessing the 
costs and risks of financial products. From a bounded rationality perspective, users cannot process unavailable or delayed 
information, creating dependency on platform-provided cues and nudges that often favor the provider’s financial interests. 
This selective disclosure, combined with compulsory registration and automatic lender matching, further constrains user 
choice and autonomy, channeling behavior along paths predetermined by the platform.
Behavioral biases are also systematically leveraged. Repeated exit prompts, urgency messages, and visually salient cues 
exploit tendencies such as present bias, loss aversion, and attention bias, encouraging immediate engagement even when users 
might otherwise reconsider. These stimuli effectively simplify decision-making in favor of platform goals, taking advantage 
of the natural limits of human cognitive processing. Moreover, persistent accounts and obstructed cancellation procedures 
exploit inertia, reducing users’ capacity to reverse decisions and amplifying engagement over time.

4.Impacts of Dark Patterns in Digital Financial Services
4.1 Implications for Users
Dark patterns in digital financial services significantly affect users’ decision-making autonomy and financial well-being. By 
exploiting cognitive biases such as default inertia, present bias, and loss aversion, these manipulative designs often steer 
individuals toward choices that are misaligned with their long-term interests. Examples include accepting high-interest 
loans, investing in high-risk instruments, or consenting to extensive personal data collection without fully understanding the 
implications. Over time, repeated exposure to such design practices can alter users’ financial cognition, fostering impulsive 
behavior and reliance on platform cues for guidance. This undermines users’ ability to engage in informed financial 
planning, increases the likelihood of financial stress, and may contribute to behavioral dependence on digital platforms as 
intermediaries of decision-making.
Vulnerable users, however, experience amplified risks (Gray, Chen, Chivukula, & Qu, 2021). These individuals often exhibit 
characteristics such as low financial literacy, limited familiarity with digital financial tools, or constrained financial resources. 
For them, manipulative patterns—such as repeated exit prompts, automatic lender matching, and ambiguous interest 
disclosures—can induce over-borrowing, excessive reliance on high-cost credit, and elevated debt stress. Limited financial 
knowledge reduces the ability to critically evaluate platform information, while urgent liquidity needs may compel rapid 
decisions under pressure, magnifying the harm caused by dark patterns.

4.2 Implications for Platforms
While dark patterns may generate immediate engagement, revenue, and user retention, these short-term benefits often come 
at the expense of long-term platform sustainability. Repeated exposure to manipulative practices can erode user trust and 
brand reputation, which are critical intangible assets for digital financial platforms. As users become aware of coercive design 
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practices, negative word-of-mouth and platform reviews can accumulate, reducing new user acquisition and retention.
Furthermore, platforms relying heavily on dark patterns may face regulatory scrutiny, legal challenges, and potential 
penalties, particularly as consumer protection authorities increasingly focus on digital financial ethics and transparency. This 
regulatory exposure introduces operational and compliance costs, and in some cases may necessitate expensive redesigns of 
the user interface or restructuring of product offerings. Over time, excessive dependence on manipulative practices can create 
a strategic vulnerability: the platform’s competitive advantage becomes tied to coercion rather than innovation or service 
quality, which may hinder long-term growth and sustainable profitability.
Dark patterns may also affect internal organizational culture and innovation incentives. Designers, product managers, 
and engineers may become accustomed to relying on manipulative tactics as a “quick-win” strategy, reducing motivation 
to develop genuinely user-centered or innovative products. Such internalization of manipulative design can create path 
dependency, where ethical, transparent design alternatives are deprioritized in favor of strategies that maximize short-term 
metrics.

4.3 Implications for Market Fairness and Innovation
At the ecosystem level, dark patterns can distort market dynamics and inhibit value-driven innovation. Platforms that deploy 
manipulative strategies gain an artificial competitive edge by exploiting behavioral vulnerabilities rather than delivering 
superior financial products or services. This may generate pressure on ethically compliant platforms to adopt similar tactics 
to maintain market share, creating a “race-to-the-bottom” effect. Over time, this dynamic reduces differentiation based on 
quality, transparency, or innovation, ultimately weakening overall market competitiveness.
Dark patterns also undermine the feedback loops that drive innovation. When users are coerced or misled into engagement, 
their behavior may no longer accurately signal genuine preferences or needs. Consequently, platform decisions based on 
these data points can prioritize manipulative features over meaningful improvements to product design, user experience, or 
financial education tools. This misalignment between user data and authentic preferences can suppress the development of 
innovative solutions that enhance financial inclusion, risk management, or user empowerment.
Finally, market-wide adoption of dark patterns can elevate systemic risks. Widespread manipulation of financially vulnerable 
users can increase over-indebtedness, reduce repayment predictability, and amplify potential defaults. Such effects not only 
threaten individual users but also raise the likelihood of cascading financial instability within digital lending ecosystems, 
highlighting the broader societal implications of platform-level manipulative practices.

5.Governance and Ethical Regulation of Dark Patterns in Digital Finance
The preceding analysis has highlighted that dark patterns in digital financial services exert profound effects on users, 
platforms, and markets. Addressing these issues requires a multi-layered governance approach that integrates ethical 
design, organizational accountability, and regulatory oversight. By exploring these dimensions in turn, it becomes possible 
to understand how digital finance can evolve toward practices that protect user autonomy while sustaining innovation and 
competitiveness.

5.1 Design Ethics and Responsible UX
To begin with, a critical avenue for mitigating the impact of dark patterns lies in embedding ethical principles directly into 
user interface design. Responsible UX practices recognize that design choices are not neutral, but can either protect or exploit 
users. Ethical design emphasizes transparency, informed consent, and respect for user autonomy. Designers are encouraged 
to clearly present risks and benefits, avoid manipulative defaults, and ensure that opt-in or opt-out processes are intuitive 
and unambiguous. Furthermore, anticipating behavioral vulnerabilities among different user segments, such as financially 
inexperienced or cognitively constrained individuals, enables the creation of interfaces that minimize potential exploitation 
rather than maximize profit.

5.2 Platform Self-Regulation and Accountability
Complementing ethical design at the interface level, platform-level self-regulation plays a crucial role in operationalizing 
responsible practices. For governance to be effective, platforms must establish mechanisms that ensure adherence to ethical 
norms and translate principles into actionable oversight. Internal codes of conduct, review boards for interface design 
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decisions, and monitoring systems for identifying manipulative patterns in real time are examples of such mechanisms. By 
linking organizational incentives to long-term user well-being rather than short-term engagement metrics, platforms can 
reduce reliance on exploitative practices while fostering a culture of accountability and ethical responsibility.

5.3 Regulatory Frameworks and Policy Interventions
Finally, the systemic and pervasive nature of dark patterns necessitates regulatory and policy interventions. Beyond guiding 
ethical design and self-regulation, governments and regulatory bodies can create enforceable frameworks that safeguard 
consumer interests and promote market integrity. Measures may include legally defining manipulative design, establishing 
standards for consent and transparency, and enabling regulators to audit and sanction platforms that deploy deceptive 
interfaces. Behavioral insights can also inform protective interventions, such as mandatory default opt-out settings, 
standardized warnings, and restrictions on algorithmic targeting of vulnerable users. Combined with public awareness and 
financial literacy initiatives, these policies reinforce the broader governance ecosystem needed to mitigate the harms of dark 
patterns.

6.Conclusion
This study examined the phenomenon of dark patterns in digital financial services, elucidating their manifestations, 
underlying mechanisms, impacts, and potential governance approaches. By focusing on leading lending platforms such as 
Xiaoman Finance, JD Finance, and Zhonglian Finance, the analysis identified a spectrum of manipulative design strategies, 
including lengthy user agreements, concealment of key information, compulsory registration, repeated exit prompts, visual 
inducements, automatic matching of lenders, and obstruction of account cancellation. These practices operate through 
cognitive overload, information asymmetry, and constrained choice, exploiting behavioral biases to subtly guide users toward 
financially disadvantageous decisions.
The consequences of dark patterns extend across multiple levels. At the user level, they undermine financial autonomy, distort 
decision-making, and increase the likelihood of impulsive or coerced behavior. For platforms, reliance on such manipulative 
practices may yield short-term gains but erodes long-term trust, credibility, and ethical foundations, potentially stifling 
innovation. At the market level, dark patterns threaten transparency, fair competition, and the sustainability of digital finance 
ecosystems, creating conditions conducive to “race-to-the-bottom” dynamics.
Addressing these challenges requires a comprehensive, multi-layered governance framework. Embedding ethical principles 
in interface design, establishing platform-level accountability mechanisms, and implementing regulatory and policy 
interventions collectively form a robust strategy for mitigating the harms of dark patterns. Such measures not only protect 
user autonomy but also enhance the legitimacy, stability, and long-term innovation capacity of digital financial markets.

Funding
No

Conflict of Interests
The authors declare that there is no conflict of interest regarding the publication of this paper.

Reference
[1]	� Brignull, H. (2010). Dark patterns: Deceptive user interfaces. Deceptive Patterns (aka Dark Patterns) - spreading 

awareness since 2010.
[2]	� Mathur A, Acar G, Friedman M J, et al. (2019) Dark patterns at scale: Findings from a crawl of 11K shopping websites. 

Proceedings of the ACM on human-computer interaction, 3(CSCW), 1-32.
[3]	� Simon H A. (1990) Bounded rationality. Utility and probability. Palgrave Macmillan, London, 15-18.
[4]	� Gray, C. M., Kou, Y., Battles, B., Hoggatt, J., & Toombs, A. L. (2018). The dark (patterns) side of UX design. 

Proceedings of the 2018 CHI Conference on Human Factors in Computing Systems (CHI ’18), 1–14.
[5]	� Luguri J, Strahilevitz L J. (2021) Shining a light on dark patterns. Journal of Legal Analysis, 13(1), 43-109.
[6]	� Bösch C, Erb B, Kargl F, et al. (2016) Tales from the dark side: Privacy dark strategies and privacy dark patterns. 



7

Vol. 2 No. 6 (2025)Asia Pacific Economic and Management Review

Proceedings on Privacy Enhancing Technologies, 1, 23-44.
[7]	� Mathur, A., Kshirsagar, M., & Mayer, J. (2021). What makes a dark pattern… dark? Design attributes, normative 

considerations, and measurement methods. Proceedings of the 2021 CHI Conference on Human Factors in Computing 
Systems (CHI ’21), 1–18.

[8]	� Petre, A., Pinter, S., & Chou, Y. K. (2022). Predatory design in financial technologies: Behavioral manipulation and 
consumer vulnerability. Journal of Business Ethics, 179(4), 923–938.

[9]	� Gray, C. M., Chen, J., Chivukula, S. S., & Qu, L. (2021). End user accounts of dark patterns as felt 
manipulation. Proceedings of the ACM on Human-Computer Interaction, 5(CSCW2), 1-25.


